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Was bringt die Microsoft Entra Suite?

Markus Wilhelm-Kostner Global Blackbelt Advanced Identity (Microsoft EMEA)




Microsoft
Entra

Secure access
for any identity,
from anywhere,
to any app, Al,

or resource
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Identity security is paramount

$8 Trillion >300 Billion

Global cybercrime Passwords being Password attacks
costs predicted used by humans detected by Microsoft
in 2024 and machines per second

4,000




Trust Fabric solution areas

Establish Zero Trust Secure access for Secure access for
access controls your employees customers/partners




Identity and network access solution areas

Secure access for

Establish Zero Trust Secure access for

access controls your employees

customers/partners

Identity and Access Advanced Identity Customer/ Cloud Infrastructure
Management (IAM) Protection External IAM Entitlements Management
Verifiable Credentials > Workload IAM
Identity Governance

and Administration

Zero Trust
Network Access

Secure Web
Gateway

Accelerate with Generative Al capabilities and skills
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Microsoft Entra product family

Establish Zero Trust Secure access for Secure access for

access controls your employees customers/partners

Microsoft Entra Microsoft Entra
Private Access External ID

Microsoft Entra
Workload ID

. Microsoft Entra
Permissions Management

Microsoft Entra ‘

Internet Access

Microsoft Entra ID

Governance

Microsoft Entra ID
ID Protection

Microsoft Entra Verified ID

Premium
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Introducing the Microsoft Entra Suite

Secure access for

your employees

&
@

Microsoft Entra
Private Access

Microsoft Entra
Internet Access

Microsoft Entra ID
Governance

Microsoft Entra ID
ID Protection

Microsoft Entra Verified ID

Premium
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Any data, apps
or resources
Any employee
Cloud-based and

on-premises identities, P
groups and roles

> o A2 Of
®
Sec u re a ccess laaS, PaaS, Datacenter
Any location : .
HQ, branch office, for any Identlty’ °
home, remote ° from anywhere,

‘ ° to any app, Al,

Any platform or resource o
Android, iOS, Linux,

& now Q
MacOS, Windows

[ ) SaaS, websites
e Bl
Any device o ,
; 7/

o Microsoft 365

Corporate and personal

On-premises




Secure access
for any identity,
from anywhere,

to any app, Al,
or resource

Unify conditional access
For all resources across identity, endpoint, and network

Improve the user experience
For remote, from home and in-office work

Reduce on-premises footprint
Retire and minimize dependencies on legacy solutions




Microsoft Entra Suite




Converge Zero Trust access policy for identity and network

é Y

{\0
§ Zero Trust
o access policy Applications

A @) @

. Data
Microsoft Entra
Endpoints Conditional Access

Infrastructure
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Enhance access controls with new conditions and
controls

All apps
and resources

A O
0‘9 Machine laaS, PaaS
O learnin ‘ Allow center
N) 9 Datacenter
S |
< .
@) (‘ Requwe) ’
v Real-time I

evaluation

policies : Microsoft 365
engine 0 -

Effective (‘ Restrict )
Internet

Location policy

On-premises

Identity/workload,
groups, roles

Apps and data

Trusted and
compliant devices Unified

Compliant
network

Signal
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Protect all resources with Microsoft’'s SASE solution

R © 7 JE \
Microsoft Entra niemet | aws Microsoft Entra

Internet Access Microsoft 365 Internet HQ/Datacenter laasS / Paas Private Access

Secure access to internet, :L Secure access to

Saa$, and Microsoft 365 all private apps and
apps; protect against resources, for users

malicious internet traffic anywhere, with an

with an identity-centric identity-centric
Secure Web Gateway Zero Trust Network Access

(SWG) (ZTNA)
’ ) "
Identities Endpoints Remote networks
Verify explicitly Use least privilege Assume breach
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Apply real-time protection based on risk

> High assurance auth methods Enta 10 Protection

Use tOken prOteCtiOﬂ, Step'Up aUth: and ( Welcome to Microsoft Entra ID Protection
GPS location-based access to authenticate

> Real-time prevention ¢
Block identity attacks in real-time

> Advanced detections S , B .
Detect attacks like token replay using - Ve Sy T
machine learning (ML) . S :

> Risk-based access policies ——
Safeguard resources with continuous
access evaluation




Simplify with one portal to manage identity and SASE

Microsoft Entra admin center

Favorites

Identity > Gvenview

~

*

Identity governance > Dashboard

1D > Overview

Conditional Access

Identity
Overview

Users

Groups

Devices
Applications
Protection

Identity govemance
External Identities

Show more

Pratection

Identity governance

Verified ID

Permissions Management

*
*

Global Secure Access (Preview)

Learn & support

Woodgrove

Leamn about Microsoft Entra

Explore the Microsoft Entra product family

View all products Read documentation

Top recommended actions

Your Identity Secure

ficrosoft Secu

Briority
e Medum
mmm Figh

Score is 83.00%

B Search resources, services, and docs (G+/) hannah@woad

Secure access for a connected world

etwark access solutions. Welcome to

mpror

Setup guides

authentication s an ai

Sync users from your org’s directory

5 0 sync users from you

View all guides

Billing

Preview hub

22 purchased licenses and 6 subscriptions See our recent releases
ityis s

Recommendation

Migrate oft Authenticator App for a better M.
Remove overprivileged permissions for your applications Scenario Monitoring

Continuous Access Evaluation (CAE) for Workload Identities
Migrate your applications that use the ADAL Libeary to the MSAL Library

Enhanced Conditional Access Policies list experience

SLA Attainment



Microsoft Entra Suite

> Uniformly govern access to
on-premises and cloud resources

> Provide only access necessary
with Entitlement Management

> Simplify access reviews
with ML-driven insights

Unify
@ conditional

access



Uniformly govern access to on-premises and cloud

resources
Automatically ingest user
information from sources of
authority such as HR systems
Provision to SharePoint sites - ‘ ﬁ 0?;""@0 (2 EE
. ! ‘ @ H Microsoft Automated
Microsoft Teams, and apps E““a —  provsioning Saas apps Cloud-hosted apps
from Microsoft, third parties, w sf° /9 \
or in-house development ~ v
Externalidentities d Reuse
Provision for on-premises Microsoft Identity Manager (MIM)
resources from Microsoft On_p\r;:,,ses ronmectors
Entra ID to apps, using Active @ Active Directory N7
Directory, SQL databases, EE o :
lightweight directory access - @ @
protocol (LDAP), and system 7

for cross-domain identity

management (SCIM) Treeef® °©
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Provide only access necessary with Entitlement
Management

De I eg ate a Ccess d eC i S i O n S Microsoft Entra admin center 2 Search rescurces, services, and docs (G+/1 T 2 & @
M Home dentity Gavernance | Access packaqge
to business groups # .
® Marketing Apps
% Favorites v iins i
Grant access to all apps p ik I o
) Overview
. O Ident N i
a user needs, in one step ontity ) GGG A
nae A suite of commen apps used by Marketing
& Protection M Bl Resource roles
Enforce multi-stage
. ‘&) |dentity governance A - i
Separation of Duties .
approvals where required | Properties
&)  Dashboard £ Assignments = - —
- Created oy Created on Object Id
£ Eolitlement manasgement LE] Requests IAG @ dentityAzurcAD.onmicrosott com 4/26/2023 Te3%actd 190c 4409 8233 02b153bédbib
A Access reviews ACONS (v Cataloy idden My Access portal link |
General No httpsy//myaccess microsoft.com/@Iden
S Privileged Identity Management
[ Lifecycle workflows
Contents
&, Verifiable credentials v
Resource roles Policies Activity

Qéciompwiters Oapen Qsro 1 tratied O Ricsver 3 rsgemerts 0 Pending Regquesn
N/A chavae >epagation Gre

# Permissions Management

& Global Secure Access (Preview) Incompatible assignments (Preview)

0




Simplify access reviews with ML-driven

Recertify access needs
Comply with access policies

Reduce attestation fatigue
through ML-assisted access
review recommendations

Machine learning (ML) uses

organizational distance to
calculate group affiliation

P/ > SO >

Admins create access
review to protect
against breaches and
stay compliant

considers activity based
on last sign-in date

Last sign-in activity

Sam Centrell 18 days

Jessie lrwin

125 days

Inactive user
recommendation

2 O OIOR
Wt Al

AP

VA4S

NS
A

Vi 44

insights

Reviewers get data driven
recommendations based on last
sign-in date and group affiliation

O  Name T Recommendation @

Sam Centrell
O Approve

sam.centrell@contoso.com

e Jessie Irwin Deny

jessie.irwin@contoso.com & Low Affiliation &' Inactive user



Microsoft Entra Suite

Unify access
controls

Ensure least
privilege
access




Simplify the user experience from anywhere to any resource

X‘T‘_wooncnovs My Apps -

/elcome to the improved app discovery view! Customize your view, Iaunch apps faster, and more. What else is new?

Apps dashboard

Woodgrove  Security

~  Woodgrove

WG - New Employee

Onboarding

Tohdiay

The Drive App

Security
ess Training

On-prem Apps

&»

Salesforce-

Woodgrove.ms

Woodgrove TAP
Manager

2

My Travel

Atlassian Cloud

DevOps

/C Search apps

Marketing  HR

@

Workplace from
Meta - Woodgrove

Partner Approval

Cornerstone
OnDeman,

2 Add apps

Popular Recently used

2 ;

Power Automate

Twatter - Woodgrove
Marketing

3

Woodgrove 82C
Customers
W

Woodgrove B2C
Config

&

Verified Employee

"

Entra Permissions
Management

=]

Concur

SAP SuccessFactors

@ ;

Tokens Demo React

AN\

Adobe

Creative Cloud

@ Create collection

% Customize view

23 Settings

i)

Woodgrove Usage
PowerBl Dashboard

SNNuanaaaes

All apps
and resources

Aaws 3|;|

laaS, PaaS, Datacenter

Microsoft 365

Internet

On-premises




Simplify access requests with self-service portal

i B™ Microsoft | My Access v

Request access
to relevant packages & Overvew My Access overview

=7 Access packages Your pending actions

Manage approvals
and access reviews

X Access review
D) Request history

1 active access reviews

R, Approvals

See the history of
req u eStS a n d a p p rova IS A Give feedback Take full advantage of governance features

Request access to an access package in entitlement management

With entitlement management, an access package enables a one-time setup of resources and
policies that automatically administers access for the life of the access package. A user that needs
access to an access package can submit a request to get access. Learn how to submit an access
request.

‘ Browse available access packages Learn more

Self-review of access packages and resources in Microsoft entitlement management

Microsoft entitlement management simplifies how enterprises manage access to groups,
applications, and SharePoint sites. This article describes how you can do a self-review of your
assigned access packages.

Learn more

4




Deliver faster employee onboarding and role changes

Microsoft Entra admin center L Search resources, services, and docs (G+/) (Ey‘

Automate onboarding
and role changes

Home > Lifecycle workflows | Workflows > Onboard pre-hire employee

A Home
v— Onboard pre-hire employee | Tasks

Workflow

% Favorites v
. . O Search \ - Add task A7 Got feedback?

Finalize role changes promptly |

> Identity N ¢o Overview Tasks can be added, modified, or reordered to define the set of actions for your custom workflows. Learn more 2

. . . Manage \ Task ord N Enabled

[ ask order ame nable

Offboard with confidence & protection  [ry—
[ 1 @ Add user to groups Yes
(&) Identity governance N\ Tasks

Red u Ce th e possi bi | ity o Y Execution conditions H 2 © Send Welcome Email e
Dashboard
B Version ‘
Of e rro rs #)  Entitlement management

&  Access reviews

3 @ Request user access package assignment Yes
Activity
© Workflow history

&  Privileged Identity Management

Il’:) Lifecycle workflows
&, Verifiable credentials %

®» Permissions Management

& Global Secure Access (Preview)




Verify user identity within your workflows in real-time

Confidently issue and verify workplace credentials, citizenship, education status, certifications,
or any unique identity attributes for employees, business guests and customers

Real-time match against
trusted identity document
(e.g., government or employer)

< Shared with Woodgrove

Woodgrove

Face Check

Let's verify your details Details

Share your Verified ID and Face Check
result to access the support help desk

To access the support help desk.

Validate identity information
for self-service enrollment
and reduced time-to-hire

You will share:

Success

You shared

Result of Face Check
Required by organization

Quickly verify an individual's .
credentials and status

Result of Face Check »
©) 95% match with

compared photo

To verify your identity,
you'll need to complete
a Face Check.

Woodgrove

Next

Build custom solutions
for your business needs

Verify with Use identity with Transparent
confidence Face Check verification

\\si‘.““'.i‘
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Microsoft Entra Suite

@ Unify access
controls
Ensure least
<::> privilege

access

@ Improve user
experience




Move to the cloud as a source of authority

Simplify governance by revisiting Microsoft Identity Manager (MIM) connects and minimizing MIM

footprints
o

> Basic Secure Web Gateway (SWG) °

> Firewalls P

> Legacy VPNs .
Microsoft
« Entra Suite »

Improve efficiency...

> On-premises identity governance ° ®

> lIdentity governance connectors

\\\\\\\\



Microsoft Entra Suite

B Microsoft

Identity and access Identity governance Network access Identity verification Advanced identity
management and administration (ZTNA and SWG) and credentialing protection

e, g, T =55 CROWDSTRIKE
3"‘\ 0kta aﬂ‘\ 0kta zsgr e —— \
Ping ®SailPoint W netskope \Wautho % paloalto’
. [~
(ONE IDENTITY SsAvivnT #/» paloalto & verified o
semperis

87 veriff
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/
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Microsoft Entra Suite

©

© 0 ©

Unify access
controls

Secure access
to apps and
resources

Ensure least
privilege
access

Improve
the user
experience

XL

Maximize benefits from Microsoft 365
and Microsoft Entra ID

Be ready for Copilot for Security

Reduce the complexity and quantity
of cybersecurity vendor relationships




a o

Microsoft Entra Suite
is ready for Copilot for Security
in Microsoft Entra

Enable response Upskill your

in minutes, A security talent
not hours with cyber-trained
- enerative Al
Simplify the Catch what others 9
complex with natural miss with deeper
language prompts understanding

and easy reporting of your enterprise




Recap: Microsoft Entra Suite °

P o
Unify conditional access
For all resources across identity, endpoint, and network . o o
« Secure access
for any identity,
o from anywhere, »

e to any app, Al,

Improve the user experience or resource

For remote, from home and in-office work

Reduce on-premises footprint : °

Retire and minimize dependencies on legacy solutions

v Identity governance and administration

v ldentity verification and credentialing



Microsoft Security

© Copyright Microsoft Corporation. All rights reserved.
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