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Our Company

We are true experts in Identity and Access

Management (IAM) and passionate vendor of NEXIS 4,

a technology-leading Identity Analytics & Governance

Platform. Our dynamic team of security experts

ensures continuous innovation and top-tier products

for our clients. We are serving business sizing from 500

to 100.000+ employees in the DACH and EU regions

directly or via our more than 15 sales and integration

partners. Founded in 2010, we are supported by our

strategic scale-up partner Elvaston since 2022 to

further support our growth.

~50
Employees

> 15
Years in IAM

Regensburg, Germany



What we stand for
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LEADING

ANALYTICS

USER 

FOCUS

BEST 

PRACTICE

Top of the edge data and 
AI-driven analytics, 

visualizations and modeling

Visual UI and workflow editor 
combined with user-friendly 

dashboards

LOW

CODING

Standard platform, no 
customization, purely 

based on configuration

Easy-to-implement and rapid 
deployment based on best 

practice templates
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Nexis Integration



Typical IGA Integration
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NEXIS 4 seamlessly integrates in existing infrastructures

Periodic or event-based transfer of results 
(e.g. roles, removal of assignments, update 
of master data) into IGA

NEXIS 4 Use Cases (recertifications, role 
modeling, role lifecycle management, …)

Daily Sync from IGA to NEXIS 4 

 

 

Needed data: Departments, 
Identities, User Accounts, 
Entitlements, Roles and Assignments



Integration to IGA products
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For some platform, multiple options apply – depending on use cases

Integration REST API / SOAP / SCIM LDAP SQL SQL

Products
Beta Systems, One Identity, 
SailPoint, Atos DirX, 
ClearSkye, …

Atos DirX, Microfocus
Omada, 
One Identity

Microsoft MIM, Oracle

Import of persons, users, 
entitlements, roles

✓ ✓ ✓ ✓

Provision roles to IGA ✓ ✓ ✓ ✓

Role lifecycle NEXIS or IGA NEXIS NEXIS or IGA NEXIS

Recertification NEXIS or IGA NEXIS NEXIS or IGA NEXIS
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Mastering Access Governance & 
Live Demo
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The Problem

In today's digital landscape, organizations are dealing with increasingly complex 

IT environments and compliance requirements. The demand for efficient, secure, and 

end-user friendly Business Role Management has never been higher.

Manual processes

Many IGA tools struggle with complexity, lack of flexibility, and usability, resulting in high costs of operation and low user acceptance

lead to errors and inefficiencies 
during role creation and 

maintenance.

Complex Role Structures

make it difficult for owners and 
business experts to understand the 
interrelationships and increase the 

administrative burden.

increases process throughout times 
and workload in the IAM team.

Lack of Decentralization

Source: Heiko Klarl, Enhancing IAM Projects: Mastering the Complexities of Role management, 2024

leads to inconsistencies within 
authorization concepts and the 
reality, and a lack of traceability.

Insufficient Documentation
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The Solution

Revolutionize your Business Role Management with NEXIS 4, the AI-driven zero-code 

platform that automates and simplifies company-wide authorization management, role and 

policy analytics, and compliance and risk handling in a previously unknown user-friendly way.

2024Enhance Security 2024Boost Efficiency 2024Enjoy Simplicity

Ensure continuous audit readiness with 
comprehensive role lifecycle management, 

state-of-the-art modeling, and maintenance of 
authorization concepts (AC)

Leverage advanced analytics and 
visualizations for better and quicker 

decisions as well as reducing costs through 
automation with standardized workflows

Enable your organization with simplified user 
experience by providing intuitive, 

decentralized interfaces and self-service 
options for all stakeholders



• Change Master Data

• Add/Revoke Parent Permissions/Roles

• Add/Revoke Child Permissions/Roles

• Add/Revoke Employee

• Change Assignment Rule
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Role Lifecycle Management

Role Lifecycle Management

Create Role

Change Role

Recertification
Role 

Optimization

Outdate/Delete 
Role
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Defining the concept first: Transform the target state to actual state

Option 1: Role Lifecycle Management inside Authorization Concept

Define the AC and create a documented state

Export

• Target state becomes the actual state

• Only the correctly documented and the released state is 

exported to the applications

Lifecycle processes inside the AC

• Created/Changed Roles
• Created/Changed entitlements 
• Created accounts

Approval

Updated AC
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Automatically align Roles with Authorization Concept

Option 2: Role Management via dedicated Dashboards

Actual state in the applications

Actual state becomes documented state

Approval

Lifecycle processes outside the AC

• Created/Changed Roles
• Created/Changed entitlements 
• Created accounts

Updated actual state in the applications

Update the documentation based on the actual state
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Use versions to refer to entities as they were approved

Option 2: Export exactly the approved AC state

AC Approval

• to be able to refer to the 
elements at the time of approval 
initiation, a version must be 
created (technical reason)

• If approved: the version gets 
marked as released

• If rejected: the version gets 
marked as not released

Changes

• Import changes
• Changes directly in NEXIS 4
• (Changes via AC should be 

conceptual not possible)

no affect

Export

no affect
affect for next 

version

• consider only the approved 
entities

• If entities are changing through 
the import or other user 
decisions in NEXIS 4 these are 
not considered  

• Form inputs
• Created IT roles
• Changed IT roles
• Created entitlements 

(only documentation)
• Changed entitlements
• Created accounts      

(only documentation)



• The documented state is not up to date and is only 

adjusted periodically, so it often does not correspond 

to the actual state in the applications

• If the state needs to be adjusted periodically, it will be 

more effort and will usually need to be modified

• For small changes, the entire AC must be released, 

which can lead to long processing times

• Higher implementation effort 

Pros and Cons

• By guaranteeing that the authorizations are first 

correctly documented and approved, it can be ensured 

that the desired, documented status corresponds to 

the actual status

• Bundling of tasks and more conscious decisions as the 

whole AC must be released

• Fulfilling strictest regulatory requirements
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Option 1: Defining the concept first Option 2: Align concept with reality 

Two ways to define the concept

• Fast changes lead to more flexibility, because only 

individual changes need to be confirmed, not the 

entire concept 

• Less implementation effort



Implementation in NEXIS 4
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Option 1: Role Lifecycle Management inside Authorization Concept



Implementation in NEXIS 4
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Option 1: Role Lifecycle Management inside Authorization Concept – Example Edit Role



Implementation in NEXIS 4
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Option 2: Role Management via dedicated Dashboards



Implementation in NEXIS 4
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Option 2: Role Management via dedicated Dashboards – Example Edit role



22

Explain the authorization distribution with the NEXIS 4 Identity Grid

Advanced Analytics and Visualizations
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Explain the authorization distribution with the NEXIS 4 Identity Grid

Advanced Analytics and Visualizations

1
2

3

4

5

1 Generic

2 MUC specific

3 Market Analyst specific

4 Consultant specific

5 Frankfurt specific
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Simulate and optimize your role concept

Advanced Analytics and Visualizations

1
2

3

4

5
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Example Authorization Concept Approval

Standardized Workflows
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Example Business Role Approval

Standardized Workflows
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Give users exactly that services they need – Example Application Owner

Dedicated Dashboards for Stakeholders
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Give users exactly that services they need – Example Business Role Owner

Dedicated Dashboards for Stakeholders
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Roadmap NEXIS 4.2



AI, Simplicity and Scalability are key value drivers 2024 - 2026
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SMART SIMPLE

SCALING

Quality
AI as driver for improved business value and analytics

• 2024: Role model discovery, optimization, and recertification

• 2025: User guidance & access quality

Simplified operations and accelerated time to market

• 2024: Templating, workflow engine 2.0

• 2025: IAG out-of-the-box

Leverage NEXIS 4 in any environment

• 2024 / 2025: Nexis SaaS Platform



Whats next…

AI as driver for improved business value and analytics
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SMART

Simulation, Time-based Insights, Adaptive UI, …

End user service integration

Nudging of users

End User 

Guidance

Role Model 

Management

Analytics

Discovery of Enterprise Role Models

Optimization of existing Models

Visualization within Identity Grid

Browsable optimization recommendations

Everyone

IAG Team

Owners



Simplified operations and accelerated time to market
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SIMPLE

Decentralized Role Management – Ready to use

Building Blocks – Reuse instead of create
Templating

Workflow 
Engine 2.0

Acess Rule 
Management

Request Flows for stakeholders

Visual Scripting 

Access rule analytics

Batch management of access rules

Whats next…
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Enterprise Authorization Management out-of-the-box, …



NEXIS 4 anywhere and anytime
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SCALING

Fully managed NEXIS 4 Service

Location and operation in Germany / EU
SaaS

Connectivity

Flexible 
operation 

models

Accessible from everywhere 

Integrated “Cloud   Ground” connectivity

Dedicated tenants 
Shared tenants (Q3 2025)

Whats next…
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SaaS Management Platform, Seamless Integration, …



NEXIS 4 – Licensing & Modules
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ANALYTICS

GOVERNANCE

BUSINESS

AUTHORIZATION CONCEPT

Visual analytics & modeling, 

SoD & compliance policies, 

reporting.

175+ configurable lifecycle & 

recertification workflows

UI designer for dashboards, 

forms, end-user services.

Audit-proof creation & 

maintenance of 

authorization concepts. 

License is based on # of imported identities & used modules
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Contact us

Address Number E-Mail Website

Nexis GmbH

Rudolf-Vogt-Str. 6

93053 Regensburg

+49 941 850 979 00 contact@nexis-secure.com www.nexis-secure.com
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